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At the time of going to press, TalkTalk customers were anxiously 
checking their bank accounts, following news of a massive 
security breach at the communications company. Rumours 
that customers’ bank accounts were being emptied of funds 
add a human dimension to the arcane world of cyber security 
and compliance. Instead of being warned what could happen to 
stolen customer details or what this might mean for a company's 
reputation, which is how these things are normally reported, here 
were real-world examples of the messy consequences of a data 
breach. More by luck than design, data security is the topic of 
this month's Q&A. In it, we ask experts from all corners of the 
data security industry why security breaches are so common and 
what businesses can do to protect themselves from cyber attack. 
Predictably there are no easy answers and, appropriate to the 
warlike language of data security, the main recommendation is 
constant vigilance. 

That cyber security is a topic suitable for a printer magazine underlines 
how important it has become to identify and strengthen any weak 
points on the company network. Traditionally, printer and MFP 
suppliers have focused on securing the printed page (primarily through 
secure pull printing) and data residing 
on devices' hard disks (through disk 
over-writing). By incorporating self-
healing security features in all new 
HP LaserJet Enterprise and OfficeJet 
Enterprise X printers (see page 20), 
HP is adding a new layer of protection 
against malware and other attacks.  
I am not qualified to judge how effective 
these measures are. But at a time when security has overtaken cost-
cutting as the primary driver for enterprise MPS engagements (see 
page 33), making security a competitive advantage looks to be a very 
shrewd move.
 
One reason why printer security has become such a pressing issue 
is the greater inter-connectedness of today's devices. IT companies 
have identified the Internet of Things (IoT) as a key technology for 
the next five years. In his keynote address at October's Canon Expo 
(see page 34), Canon CEO Fujio Mitarai referred to the IoT as the 
Imaging of Things on the basis that what makes devices truly smart 
is the ability to capture and communicate visual information. There is 
another reason copier companies are excited by the IoT. When PrintIT 
met Paul Birkett, sales and marketing director of Samsung Electronics 
Europe, at last month’s Futurescape event (see page 32), he argued 
that the IoT is all about sensors, data collection and control systems, 
all of which need physical support. And who better to provide that than 
copier companies that over the years have developed sophisticated 
management platforms to manage customer devices remotely. He 
pointed out that an average MFP has 1,400 sensors and that an 
organisation which manages more than 200 print devices remotely 
is already monitoring more sensors than there are in a brand new 
nuclear power station.
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Dragon on the move
Dragon speech recognition 
has reached new levels of 
convenience with its latest 
releases. Improving productivity 
and reducing the need for 
paperwork, the new solutions 
include Dragon Professional 
Individual, an all-new version 
of Dragon for PC, with support 
for multi-voice transcriptions; 
and the cloud-based Dragon 
Anywhere mobile app for 
iOS and Android. The latter 
enables mobile professionals 
to dictate and edit documents 
of any length directly on an 
iOS/Android device. Automatic 
synchronisation with Dragon 
desktop editions enables mobile 
workers to use customised 
vocabulary, voice shortcuts and 
frequently-used text (or auto-text) 
commands when on the go.  
www.nuance.co.uk

Free receipt 
software
PFU Limited is offering free 
receipt software for use with 
Fujitsu ScanSnap scanners. 
ScanSnap Receipt for PCs and 
Macs digitises paper receipts 
and extracts useful information 
like the invoice amount, date 
and tax information. For 
efficient expenses tracking 
and bookkeeping, data can  be 
exported as CSV, PDF and JPEG 
files. The software is provided 
as part of automated ScanSnap 
software updates and via a 
download link. 
www.fujitsu.com/uk/
scanners

White on black 
TheMagicTouch (TMT) is bringing 
out a new version of WoW 
transfer paper as part of a sub-
£2,000 solution for decorating 
dark garments and promotional 
products. Used in conjunction 
with the TMT/Oki C711WT 
(colour & white toner) LED 
printer, WoW7.8 lets users print 
in full colour to almost any fabric 
or garment regardless of colour 
or textile composition, including 
cotton, polyester, denim, nylon, 
soft-shell, polypongee and most 
performance fabrics. WoW7.8 is 
available in A4 and A4XL sizes 
and has the ability to produce 
full-colour multiple logos per 
sheet for as little as 20p per 
transfer, subject to size. 
www.themagictouch.co.uk 

Epson has added two wireless printers to its 
economical WorkForce Pro business inkjet range. 
The 34 pages per minute WF-6590DWF and WF-
6090DW are claimed to have up to 80% lower energy 
consumption than competitive colour laser printers 
and a 50% lower cost per page. Because they use 
inkjet technology, they produce no heat and there’s 
no fan noise during or after printing. To minimise user 
interventions, the printers have a maximum paper 
capacity of 1,581 pages and the option of XXL ink 
cartridges that can print up to 10,000 pages in black 
and 7,000 pages in colour. Other useful productivity 
features include automatic two-sided printing; printing 
from/scanning to mobile devices using WiFi Direct or 
NFC technology; secure PIN printing; USB printing/
scanning; and a large colour touchscreen. The printers 
cost £569 and £399 respectively.   www.epson.co.uk

Smartphone control
With the launch of the KYOCERA 
MyPanel app, business 
users can now operate their 
KYOCERA printers and MFPs 
via an iOS, Android or Windows 

smartphone connected to the 
corporate Wi-Fi network. This 
provides a consistent touch-
screen user experience across 
all supported printers including 

those with basic LCD 
panels. In addition 
to print, copy and 
scan functions, the 
app lets users save 
preferred settings as 
personal workflows 
that can be used 
with other KYOCERA 
devices and connect 
to and print from 
cloud services, such 
as Evernote, Dropbox 
and OneDrive.

Hands-free simplicity 
Do you still lug around a bulging briefcase or have you 
mastered the art of travelling light? In this era of smartphones, 
cloud storage and cloud printing, there is no need to carry 
heavy laptops and bundles of paper; almost everything you 
need can be accessed through the smartphone in your pocket. 
The Olympus VP-10 voice recorder is tailor-made for this pared 
down, hands-free workstyle. Removing the need to carry a 
notebook, the pen-like VP-10 can be kept in your pocket or 
bag – even when recording. Anti-Rustle technology eliminates 
incidental noises and keeps 360-degree recordings crystal-
clear. A recording switch on the top of the device lets you 
turn the device on and start recording with one touch. The 
VP-10 has 4GB of internal memory – enough for 1,620 hours 
of recording – and a Direct USB connection for downloading 
audio files to a computer. It costs £79.99.    
www.olympus.co.uk

Economical printing
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Smart imaging
The scanPAD is a smartphone holder and scanning 
surface designed to simplify the imaging and sharing of 
documents. The combination of a scanPAD and smartphone 
integrates the functions of a scanner, a mini photo 
studio, an overhead projector and a hands-free holder for 
watching movies or making video calls/selfies. Made from 
lightweight aluminium, the scanPAD uses micro-suction 
nanotechnology to keep documents flat and securely in 
place. Flip the mat over and bluescreen technology lets you 
take product photographs with a transparent background 
– ideal for e-commerce sites. With all the intelligence in the 
smartphone, the scanPAD has no wires or moving parts.
www.scanpad.com

Customised 
notebooks 
Noted in Style, a supplier of 
customised products for the 
corporate, events and marketing 
sectors, has introduced a new 
range of notebooks designed to 
help businesses stand out from 
the crowd. 

Panoramic Full Colour 
Cover Notebooks let you print 
photographic designs, logos and 
brand assets across the entire 
cover for maximum brand impact. 
The notebooks are produced 
in the UK using full colour UV 
digital print and include elastic 
straps in a choice of 16 colours 
to complement the cover image 
or corporate branding. Unit prices 
range from £7 to £14 depending 
on the size of the order and the 
specification.
01303 720 700 
www.notedinstyle.co.uk

Mobile printer
With Dual-Antenna Wi-Fi technology, 
extended battery life (11% longer 
than the competition) and rugged 
construction designed to withstand 
drops of five foot, the Printronix 
ML42 mobile thermal printer is 
made for all-day operation in the 
most challenging 
warehouse 
conditions. 
Other 
highlights 
include a 
high speed 
processor, 
extensive 
memory 
options, a 
back-lit LCD 
display, large 
label-roll capacity and 
a forklift mount kit. For customers 
who don’t need supercharged data 
transmissions over WiFi, the ML42 is 
available in a Bluetooth-only version. 
www.printronix.co.uk

Sniffing the air 
Computers, printers, carpets, seating and soft furnishings can all 
impact indoor air quality, which is why more and more organisations 
are installing air purifiers that remove allergens, asthma triggers, 
viruses, bacteria and pollutants from the air. New models from 
Blueair can be used with ‘air sniffer’ technology that continually 
monitors levels of particulate matter (PM2.5), carbon dioxide and 
volatile organic compounds (VOCs) so that you can react in real-
time to changing pollution levels. Blueair Aware sensors connect 
wirelessly to the company’s new WiFi-enabled Sense+ air purifiers 
and the Blueair Friend air monitoring app. When pollution levels are 
too high just use the app to change Sense+ settings remotely. Early 
in 2016, Blueair is launching its revamped Classic range with Aware 
sensors built-in.  www.blueair.com

Print Pink!
Cartridge People is urging 
businesses to send pink coloured 
emails and print documents in 
pink ink during October to raise 
funds for Breast Cancer Care. 
The online retailer’s Print Pink 
initiative was launched by ex-
British Army platoon commander 
Rick Martin-Bacon, who was 
diagnosed with breast cancer in 
2014 and is now an ambassador 
for the breast cancer charity. 
Campaign literature and free 
downloads are available from 
www.cartridgepeople.com/
printpink.

Faster scanning
Panasonic’s new A4 scanner 
meets the high-speed scanning 
needs of organisations in the 
finance, legal, healthcare and 
hospitality industries. The 
KV-S2087, a successor to the 
KV-S2028 and KV-S2048, 
has scan speeds of up to 
85ppm/170ipm (duplex), 
a 200-sheet document 
feeder and the ability to scan 
passports, cards and banners. 
Other features include remote 
control software for online 
status checks; auto rescan; 
auto preview; and an extended 
roller life of 350,000 sheets.
http://business.panasonic.
co.uk/communication-
solutions/
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Topping up made easy
Vodafone is incorporating Powa Technologies’ PowaTag technology 
into printed catalogues, adverts and posters so that Pay As You 
Go (PAYG) customers can top up outside store opening times. All 
users have to do is download the app, scan the printed PowaTag 
with a smartphone/tablet and choose their TopUp value. Personal 
information and card details only have to be entered once and 
email receipts are sent automatically.

Direct mail more persuasive than e-mail
Direct mail is more effective 
than digital advertising in 
motivating consumers to act, 
according to a new study 
that used brain imaging and 
eye-tracking to assess the 
impact of marketing material 
on recipients.

Mirroring the findings of a 
separate report by Royal Mail 
MarketReach, the Canada 
Post study by neuro-marketing 
expert Diana Lucaci underlines 
the emotional impact of 
physical mail on understanding, 
persuasiveness and recall.

Key findings are that direct 
mail is:
n Easier to understand and 
more memorable – physical 
media requires 21% less effort 
to understand and creates a 
70% higher brand recall;
n More persuasive – direct 

mail generates a 20% higher 
motivation score than digital;
n Faster – direct mail gets the 
message across faster, requiring 
just a quick glance and low 
cognitive effort; and 
n More likely to drive consumers 
to act. In a test examining 
the relationship between 
persuasiveness (motivation) and 
understanding, only direct mail 
passed the crucial threshold 
necessary to trigger the desired 
action from the consumer. 

The study also found that 
direct mail’s motivation score 
jumps when scent or sound is 
included, with ‘sensory’ direct 
mail outperforming standard 
direct mail and achieving a 30% 
higher motivation score than 
digital media.
www.canadapost.ca/action

UK companies slow 
to adopt digitisation 
strategies
UK companies have been slow to adopt digital transformation 
initiatives despite evidence that doing so can increase 
revenue and enhance customer retention, especially for an 
elite group of Digital Disrupters.

A new study by Freeform Dynamics for CA Technologies 
shows that 56% of UK organisations are executing some digital 
transformation initiatives as a co-ordinated strategic program, with 
the most popular projects relating to workforce efficiency (cited by 
48% of respondents), product and service development (43%) and 
operations and delivery (43%). 

However, Exploiting the Software Advantage: Lessons from Digital 
Disrupters states that 18% of UK organisations still undertake digital 
initiatives via separate, not always co-ordinated routes, and 16% use 
digital to enhance rather than transform their business.

The study also reveals low uptake of innovations that can help 
deliver digital transformation. For example, only 33% believe that 
web-based applications and services are essential to customer 
engagement and market development; only 27% see mobile 
technology as critical; and just 14% think the same of wearable 
technology.

Ritu Mahandru, VP Solution Sales at CA Technologies, said: 
“To stay ahead in the application economy, companies need to 
disrupt across their traditional organisation structures, processes 
and systems. Mainstream businesses simply cannot continue 
with the status quo – they must undergo significant change to 
fully integrate digital and new technologies into all aspects of their 
business if they want to deliver a superior customer experience 
and close the gap on competitors.”

Organisations that do manage to achieve this are optimistic 
about their prospects: 86% of UK organisations that have 
achieved high levels of digital transformation are already seeing or 
anticipate growth in revenue; 85% are seeing or anticipate greater 
customer retention; and 69% say they are able to react more 
quickly to business opportunities.

Using its own Digital Effectiveness Index (DEI) measurement 
tool, Freeform Dynamics identified an elite group of  Digital 
Disrupters. Making up 14% of UK respondents, these organisations 
have twice the revenue growth of mainstream organisations and 
2.5 times higher profit growth. 

Belief in software as an enabler of digital transformation is 
very high amongst Digital Disrupters. Globally, more than half 
(53%) strongly agree that in addition to their core business they 
are now also a software company – compared to 20% of all UK 
respondents; and 60% agree strongly that they need to become 
more of an app-centric, software-driven business, compared to 
only 30% of all UK companies. 
www.ca.com • www.freeformdynamics.com
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The Apple Watch Hermes: Despite the rise of the application 
economy, just 14% of organisations view wearable technology as 
critical to customer engagement and market development. 

IoD fellowship for 
Phil Jones
Phil Jones, managing 
director of Brother UK, has 
been made a Fellow 
of the Institute 
of Directors in 
recognition of his 
contribution to 
business. Bestowed 
on only one in eight 
members, fellowship 
is the highest level of 
IoD membership. Jones 
became managing 
director of Brother UK 
in 2013, having joined the Manchester-based company as a 
fax machine salesman in 1995. He is a regular commentator 
on entrepreneurship, business growth and personal leadership, 
and in 2014 became President of Forever Manchester, the 
city’s community foundation.



Smartphones and tablets are 
changing the way people use 
and manage documents, but 
when it comes to printing, they 
are still stuck in the PC era.

A new study by International 
Data Corporation (IDC), Mobile 
Device Users/Non-Users: Print, 
Scan, Document Management, 
Worldwide, shows that while 
90% of users say it is as 
useful to print from a tablet/
smartphone as from a PC, only 
56% are satisfied with their 
mobile printing experience. 

More than one third of 
smartphone and tablet users 
say they want to print but are 
unable to do so (35% and 34% 
respectively).

Angèle Boyd, Group 
Vice President and General 
Manager, IDC Document 
Solutions, said: “The business 
value for smartphone/tablet 
printing is enormously clear, 

and yet support for this is 
shockingly lacking in 2015. This 
is a huge missed productivity 
opportunity for both businesses 
and print providers.”

The four main benefits of 
printing from smartphones/
tablets, cited by between 32% 
and 57% of respondents, 
are faster document review; 
greater customer satisfaction; 
an increased number of 
transactions; and the ability to 
attract more customers.

IDC’s study shows that, 
due to small screen sizes, 
smartphone and tablet users 
prefer to read documents 
on a PC or paper than on a 
smartphone or tablet. 

Over the next three years, 
IDC expects the proportion of 
prints from smartphones and 
tablets to rise by around 50%, 
from 20-21% today to 28-30% 
in 2018.

More than half (52%) of UK workers expect tablets to replace 
laptops in the workplace within 10 years, according to a study 
by EE. One in four workers has already transitioned from laptops 
to tablets and 31% say that workplace laptop usage is declining. 

Undertaken to support EE’s introduction of the UK’s first 
36-month tablet plan for businesses, the survey also found that 
organisations are keeping tablets for longer, with 30% keeping them 
for over three years. 

One business making good use of tablets is sailing holiday 
provider Sunsail, which is deploying ruggedised 4G tablets from EE in 
combination with a digital form and data capture app to streamline 
marketing, inventory and safety check processes.

Digitising these processes is expected to save £6,000 in labour 
costs and more than £3,000 in copying, toner and paper each year. 
The use of digital feedback and booking forms that customers can 
fill in instantly instead of paper ones to take away has also improved 
customer engagement, for example by increasing the feedback rate 
from 10% to 60-70%. 
https://businessapps.ee.co.uk · 0800 956 6108

New version of EveryonePrint
EveryonePrint has launched a new version of its mobile print 
software that enables users to print from any smartphone, 
tablet or mobile computer.

Version 4 includes new clustering and load balancing features; 
support for three of the leading Mobile Device Management solutions 
(AirWatch, Good Technology and MobileIron); printing from Windows 
phone devices using a newly developed app; new features for Apple 
iOS and Android apps; and Google Cloud Print from Android devices 
or Chromebooks. It is also the only enterprise mobile print solution to 
install on Linux Enterprise and IBM System z mainframes.

Tavs Dalaa, CTO of EveryonePrint, said: “EveryonePrint sits entirely 
within the customer’s private network. It is hosted either on the 
premises or in the customer’s hosted MPS environment, but always 
within the customer network, so there are no external dependencies 
or external communication, making it highly secure – a prerequisite 
for our customers within Defence, Government, Finance and 
Healthcare.”

EveryonePrint has more than 8,000 installations in 83 countries 
worldwide.
www.everyoneprint.com

NFC support
Canon’s new i-SENSYS MF700 
series of colour A4 MFPs 
boasts new NFC Touch & Print 
functionality that enables 
workers to print directly from 
NFC-enabled smartphones/
tablets. The new products 
also support scanning to 
Searchable, Encrypted and 
Digital Signature PDFs and 
feature fully customisable 
colour touchscreens.
www.canon.co.uk

New from DSales (UK), the 
ineo+ 308/368 makes it easy 
to print and scan from tablets 
and smartphones. Both colour 
systems feature Google Cloud 
Print, WiFi Direct and NFC (Near 
Field Communication), offering 
touch to print and touch to scan 
capability. In addition, Develop’s 
free ineoPrint Android/iOS app 
lets mobile devices connect to 
the MFP by scanning a QR code 
on the MFP touchscreen. 
www.dsales.eu

Photo ordering 
from smartphones 
doubles 
The number of consumers 
ordering photo products 
from smartphones has 
doubled since 2013, 
according to new research 
by Futuresource Consulting. 

Its study of photo-sharing 
practices amongst consumers 
in France, Germany and the 
UK – 500 in each country 
– shows that smartphones 
are the most popular way of 
sharing images, with almost 
40% of UK consumers using 
them for this purpose.

Jeremy Wills, Senior 
Print & Imaging Analyst at 
Futuresource, said: “In the 
past two years, we’ve seen 
some new ‘mushroom’ photo 
printing apps coming into the 
market, as well as a growth 
in the availability of app and 
HTML-5 ordering platforms 
from existing photo resellers 
and retailers.

“Many of the sub-30 
‘digital native’ generation live 
in the moment and have also 
grown up in an age when it 
is the norm to share photos 
digitally, so a photo printing 
app or platform that offers 
a quick and easy way to 
order photo products and/or 
provides a creative or novelty 
element can be a catalyst.” 
www.futuresource-
consulting.com

Mobile print volumes to rise by 50%
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Tablets to replace laptops within 10 years



We are so confident that you will love our products, that when you 
buy one of the selected products from our range, you can return it 
free of charge within 30 days* if you are not 100% satisfied with 
its performance.

The programme is applicable to a wide range of products from 
black and white lasers to colour multifunction machines*. Why 
not take advantage of this opportunity to improve your business 
communications with greater peace of mind and re-assurance.

Invest in your business with a Ricoh printer or MFP  
and if you’re not 100% happy, we will refund you!*

Chas Moloney
Marketing Director

Steven Hastings
IT Distribution Channel Director

qualIty Pledge

* Terms and conditions apply. Offer applies to selected Ricoh printers and MFPs purchased from authorised IT Resellers: SP 3600DN / SP 3610SF / SP 3600SF / SP 4510DN / SP C440DN / SP C250DN / SP C250SF / SP C252DN / SP C252SF / SP C320DN. 

One product per customer. See website for full details. 
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organisation) by a solemn promise: [ with obj. and 

infinitive ] : Ricoh pledged itself to provide SME 
products with outstanding reliability and quality.
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An interactive t-shirt printing pop-up run by print specialists 
YR STORE was one of the big attractions at this year’s Royal 
Academy of Arts Burlington Gardens Festival.  

To help raise funds for the The Royal Academy Schools, visitors 
were offered the opportunity to create and print customised t-shirts 
featuring artwork by Royal Academy Schools’ students, tutors and 
associated artists.

The pop-up included three touch-screen terminals, where 
visitors could design their t-shirts, a heat press and an Epson 
SureColor SC-F2000 direct-to-garment printer.

YR STORE Production Manager Dan Hughes said: “The 
SureColor SC-F2000 is the perfect option for live event printing. 
It is portable, easy to set up and use, and is extremely reliable. It 
provides superb output quality in super-fast time – printing a t-shirt 
in 27 seconds!”   www.yrsto.re • www.epson.eu

ThinPrint buys ezeep
ThinPrint has strengthened its position in the cloud printing 
market with the acquisition of ezeep, a provider of printing 
solutions for co-working spaces.  

It has also set up a new business unit, ThinPrint Cloud Services, 
which will continue to operate ezeep services and further develop 
printing as a cloud service, with enterprise-grade enhanced 
features and management capabilities.

ThinPrint’s existing printing solutions for mobile, virtual and 
cloud environments are used by more than 25,000 organisations 
worldwide.   www.ezeep.com

Apogee has opened a Digital 
Print Evaluation Centre in 
the Birmingham office of new 
acquisition Balreed. The facility 
enables customers to compare 
a number of production print 
engines including a Konica 
Minolta 1070, Konica Minolta 
1085, Xerox Versant 80 and the 
Ricoh 7100sx.

More choice with new versions of PrinterOn
PrinterOn has announced new versions of its secure enterprise 
mobile printing solutions for large corporations and mid-sized 
businesses. 

New connectivity modes in PrinterOn Enterprise and Express 
Edition 3.1 enable businesses to choose between an On Premise 
or Hybrid Cloud deployment. Both modes run on servers inside the 
trusted network and do not allow documents to leave it.

Hybrid Cloud offers additional benefits including centralised 
printer set-up, printer management and job reporting; auto driver 
distribution; and centralised encryption key exchange using an SSL-
based outbound cloud connection to the PrinterOn directory service. 

Other new features include a Mobile Web App, providing secure 
mobile printing from any browser-based device including BlackBerry, 
Windows Phone and Surface tablets; support for industry-leading 
mobile device management platforms (in the Enterprise Edition); 
and expanded print job reporting.   www.printeron.com

Printing pop-up 
powered by Epson
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Apogee has taken another 
step on the road to becoming 
a £200 million business by 
2020 with the acquisition 
of managed print services 
provider Balreed Digitec Group. 

With a turnover of £45 
million, Balreed is the largest of 
Apogee’s 20 plus acquisitions 
since the company was 
founded in 1993.

Balreed will merge with 
Apogee’s existing operations 
and trade under the Apogee 
brand, creating the largest 
independent pan-European 
provider of managed services 
for print, document and 
process technology, with a 
combined UK turnover of £120 
million. Apogee’s European 
arm, headquartered in France, 
adds another £30 million to 
Group turnover.

Speaking to sister 
publication PrintIT Reseller, 
Apogee group marketing 
director Gary Downey said the 
acquisition would benefit the 
customers of both companies 
by adding scale and new 
capabilities to their offering.

He said: “There are lots of 
areas where Apogee will add 
scale to our existing operations 
and where we will add value 
and bring new capabilities 
to benefit all customers. For 
example, Balreed is arguably 
one of the UK’s leading 
providers of managed services. 
We have established a 
reputation for innovation in this 
field and we have a mature, 
remote monitoring operation in 

place. The pro-active managed 
services we have developed 
will remain a key focus for the 
new enlarged Apogee Group 
and we will further expand that 
operation to deliver the full 
experience to every Apogee 
client.” 

Downey added that 
production print is another 
area where Apogee customers 
can benefit from Balreed’s 
expertise.

He said:“Apogee has 
enjoyed some success within 
this sector, but it isn’t a key 
area of focus. We have a 
dedicated team that spans 
pre-sales, sales, remote 
monitoring and service, with 
specialist expertise in digital 
production presses and in-
depth knowledge of clients in 
this space.”
www.apogeecorp.com

Apogee takes over Balreed in largest 
acquisition to date

Duplo beats backlog after record sales of 
DC-616 systems
Duplo has ramped up production in Japan and replenished UK 
stock-holdings to meet unexpectedly strong demand for its new 
Duplo DC-616 and DC-616 PRO slitter/cutter/creaser. 

A 20% spike in sales to small commercial printers, corporate and 
government in-plants and pay-for-print markets meant that for a 
short period in the summer Duplo did not have enough machines to 
meet demand.

In 12 months after replacing the 
DC-615 with the DC-616, Duplo 
UK more than doubled 
sales to 200 units.

The compact, 
multifunctional DC-616/
DC-616 PRO cuts, creases 
and perforates printed sheets, 
producing finished applications, 
including business cards 21-up, in 
a single pass.
www.duplointernational.com
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We make moving to digital easy
The world has gone digital.  
And there’s no need to be left behind.

Making the transition to paperless communications and 
online document processing really couldn’t be easier.

Access a Complete Digital Suite

Neopost gives you access to the latest technical 
knowhow and resources. 

Our comprehensive capabilities include: 

• e-invoicing

• Data improvement

•  Managing multi-channel communications

•  Electronic document management

• Tracking software

We can give your 
organisation advice on 
how to go paperless
We have produced a Digital 
White Paper which explains 
why moving to paperless 
communications is such a  
good idea.

To download this  
White Paper simply go to: 
www.neopost.co.uk/GD

Join us on Neopost.co.uk

To get your free  
Go Paperless consultation 
just call or email us.

Take a look on our website to find out more about the 
benefits of moving to digital communications.

08000 855367 
quoting ‘GD’ 
sales@neopost.co.uk

neopost.co.uk/GD

Free go paperless 
consultation
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Zeeland Seaports and its 85 employees are responsible for 
ensuring that the thousands of vessels that visit the ports of 
Vlissingen and Terneuzen in the Netherlands each year arrive and 
depart in an organised and safe manner.

In 2013, it took the decision to stop creating hard copy files of 
important documents, including incoming mail, and to create electronic 
ones instead – a process that requires the Records Department to scan 
up to 50 documents a day, including flow charts, technical data sheets, 
templates and correspondence.

Unhappy with the quality of the company’s original scanning solution 
– a dedicated scanner and PC – Zeeland Seaports Records Manager 
Edwin Hamelink started to look for a replacement.

“The quality was OK for the scanning of mono text, but not at all 
suitable for colour tables and graphics. These not only needed to be of 
much higher quality, but when scanned in colour, their file sizes were 
too big. The set up just wasn’t good enough,” he said. 

“I wanted the capture solution to be fast, accurate, easy to use and, 
importantly, capable of scanning into SharePoint. PDF/A functionality, 
to ensure that fonts are embedded, was also a requirement.”

Zeeland Seaports’ MFP reseller recommended eCopy ShareScan 
and and eCopy Barcode Recognition Extender integrated with two of the 
company’s eight MFPs – a combination that has delivered everything 
Hamelink hoped for. 

“I could see that on paper the MFP and eCopy combination 
offered everything that we needed, while allowing us to maximize our 
investment in our existing MFPs,” he said. 

“In day-to-day use, the combination has not disappointed. I am very 
happy with eCopy’s high performance, the quality of the colour scans 
and its easy integration with SharePoint. It was a natural addition to our 
existing workflow.” 

A particular benefit, according to Hamelink, are the small file sizes, 
which have enabled Zeeland Seaports to maximise the benefits of 
working with colour documents. 

“We want to be able to view documents like flow charts, templates 
or port data in colour because the increased readability colour gives 
to a document makes it easier for us to spot any mistakes or whether 
someone has made a change. Mistakes are much more difficult to spot 
in mono documents, so eCopy has helped us benefit from a reduction 
in document-related errors. We have enough confidence in the accuracy 
of the capture that we now spend less time checking scans against the 
originals.” 

Hamelink added that these benefits have led to a noticeable 
increase in productivity in the company’s Records Department. “Batch 
scanning using barcode recognition is now much quicker. We can find 
information faster and the scanned documents are much more legible,” 
he said.

Zeeland Seaports 
increases accuracy with 
eCopy ShareScan

Nuance, which already 
provides speech technology 
for Samsung Smart TVs and 
the S-Voice virtual assistant 
on Samsung Galaxy 
smartphones, tablets and 
smart watches, is extending 
its strategic partnership 
with Samsung Electronics to 
cover print management. 

The extension enables 
Samsung to sell and 
distribute Nuance’s leading 
document imaging and print 
management solutions. These 
include:
n AutoStore – for the capture 
of documents and data into 
predefined business process 
workflows, with real-time 
connections to business 
systems for rapid and error-
free processing;
n Equitrac Office – for secure 
printing when and where 
users want, with tracking 
and management of every 
page printed and easier 
administration and print 

infrastructure deployments;
n Equitrac Express – for 
managing printing in education, 
with accurate allocation of 
print costs, application of print 
quotas and guest printing 
through pay-for-print; and 
n SafeCom – for the 
management and optimisation 
of printing services to cut 
costs, increase efficiency, 
boost security, reduce waste 
and protect the environment.

David SW Song, Senior Vice 
President of Printing Solutions 
Business at Samsung 
Electronics, said: “The 
printing business is placing 
more and more emphasis 
on comprehensive solutions, 
including imaging and security 
software. Current changes 
in the market are the reason 
why we’re strengthening our 
partnership with Nuance, to 
provide improved internal 
software and solution 
technology to our customers.”
www.nuance.co.uk

M2 to double salesforce after year of 
record growth
Following a year of record 
growth since its acquisition 
by SCC, MPS provider M2 has 
invested more than £1.5m in 
expanding its salesforce and 
office network.

M2 was acquired by Europe’s 
biggest independent IT services 
provider in February 2014, 
since when it has recorded 
an unprecedented number of 
new business wins including a 
number of FTSE 100 and FTSE 
250 organisations.

This has enabled it to 
implement a plan to double 
its salesforce in FY16 and 
expand its office network to 
include premises in London, 
Bracknell, Bristol, Birmingham, 
Manchester and Leeds, with a 
dedicated Scotland office under 
development. 

M2 already manages and 
serves more than 25,000 
devices across the UK and CEO 
John Taylor expects this number 
to grow rapidly as it strengthens 
its regional presence.

He said: “With the growing 

technical, complex nature of 
managed print, we are seeing 
many customers struggling to 
find quality, service excellence 
and friendly organisations to 
trust in helping implement such 
services. With our pedigree, 
national capability and 
parentage we feel best placed 
to serve these customers – but 
only if we are closer to them. 
Hence the investment in our 
regional network.”
www.m2.uk.com  
www.scc.com

John Taylor, CEO, M2

Nuance extends partnership 
with Samsung
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Managed Print Services (MPS) 
has been embraced by businesses 
of all sizes as an effective and 
convenient way to reduce the cost, 
inefficiencies and environmental 
impact of office printing. It 
routinely helps organisations cut 
print costs by 20-30% and in more 
advanced implementations also 
provides a framework for process 
digitisation.

But is MPS still what the market 
needs, or is its focus on printed 
output in some way limiting? 

Alex Cardnell, Director of the 
Corporate Division within the Direct 
Business of Sharp in the UK, argues 
that an approach that made sense 
10 years ago may now be stopping 
enterprises and SMEs from achieving 
all the benefits offered by the cloud 
and digitisation and that, in some 
cases, MPS can lead to information 
silos and add unnecessary 
complexity to customer relationships.

As an example, he cites the case 
of a firm of solicitors interested in 
workflow optimisation for invoicing. 

“They will go to market and find a 
company to work with them on that 
workflow,” he said. “Then, separately, 
they will look for a print supplier and 
a cross media marketing partner. 
Because suppliers never make links 
between subjects, an organisation 
could end up working with 7, 8 
or more suppliers/partners, even 
though all these subjects are linked.”

A better solution, says Cardnell, 
are tailored Sharp Optimised 
Managed Services (OMS) that 
extend the scope of MPS to include 
print, cloud storage, display screens 
and workflow software and link all 
the different elements under the 
umbrella of a single service provider.

“Print-based MPS providers tend 
to offer broadly similar functionality 
and address just a small part 
of the information workflow. We 
wanted to find a new way of looking 
at how documents/information/
content is managed, and the 
conclusion we came to is that it’s 
not necessarily about print volumes; 
it’s not necessarily about document 
distribution; and it’s not necessarily 
about optimising physical assets. It’s 
more about how information flows 
through an organisation,” he said.

Complete workflow
Unlike purely output-focused MPS 
offerings, OMS addresses the 
three key areas of information 
management to create complete, 
fully integrated bespoke solutions for 
customers.
1 Information Input. How 
information enters an organisation, 
including by mail, scans, web content, 
email, PDF, social media etc.;

2 Information Management. 
Where the information is stored and 
how employees interact with and 
share it e.g. by interactive meetings 
and video-conferencing; and
3 Information Output. How 
information leaves the organisation, 
covering not only printed documents 
but also cross-media channels, such 
as e-marketing, personal URLs and 
digital signage.

“With OMS, we are looking at the 
big picture, at high level information,” 
explained Cardnell. “Let’s forget 
copiers; let’s forget paper 
documents; let’s forget all the little 
bits and instead put together a suite 
of products, software and services 
that can support all aspects of the 
customer’s information lifecycle.  
For example, in the case of a retailer, 
output might be 20 foot by 20 foot 
displays within shops.”

Strategic view
Cardnell says that by adopting a 
holistic approach based on these 
three stages, OMS customers quickly 
change their mindset and take a 
more strategic view of information 
management.

“MPS customers want to drive 
paper out of their organisations 
and reduce staff interactions with 
processes – those are their two 
biggest concerns. Then, when people 
look at middle stage information 
management, they focus more 
on things like business travel and 
employee efficiency. In the not too 
distant future I expect these to 
overtake the paper drive due to the 
sheer volume of savings that are 
available,” he said.

For example, if 10 employees 
make a four-hour round trip to a 
business meeting, collectively they 

Sharp is taking Managed Print Services (MPS) to the next level with 
the launch of Optimised Managed Services (OMS).

Move over MPS,  
OMS has arrived

Sharp’s Cloud Portal Office provides secure, on-
demand access to files stored in the cloud. People can 
upload, download, share, manage and print files from 
any PC, mobile device, Sharp multifunctional printer 
(MFP) or Sharp BIG PAD interactive whiteboard. 
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will have wasted a whole week’s work 
travelling to a meeting that could 
have been hosted remotely using 
OMS technology. 

Cardnell added: “Suddenly, 
printing meeting notes starts to look 
much less of a problem than wasted 
staff time. I think the balance is 
going to shift and the driving force 
will be less about paper savings 
and more about how businesses 
can make employees more efficient. 
Focusing on paper puts people in 
their silos.”

Why Sharp?
Cardnell argues that Sharp is 
uniquely well placed to deliver OMS 
due to the breadth of its expertise 
and its broad product portfolio.

“People in the MPS industry are 
all print-oriented. What Sharp has 
that no one else does is proprietary 
hardware and software that go 
beyond the print document to look at 
information more generally. We have 
our own cloud – Cloud Portal Office; 
we have our own visual suites, from 

the Big Pad interactive screen right 
up to videowalls; and we have our 
own software like Follow Me Print, 
Mobile Print, Document Archiving, 
Mobile Archiving and so on. As a 
supplier, we do not want to silo 
ourselves and just deal with print, 
print management and document 
storage. We want to deal with 
everything,” he said.

Ultimately, says Cardnell, that 
could even include solar energy 
products, LED lighting and EPoS 
systems.

“We are doing something new 
and very, very different,” he said. 
“The only people who offer anything 
similar are the IT and facilities 
companies who offer outsourced 
information management. But in 
order to fulfil it they have to buy Sony 
TVs, Xerox MFPs, HP printers and 
bundle it all together. I believe we 
are the first to have this conversation 
based on our own technology. Even if 
we do a walk-in and take-over part of 
a contract we don’t outsource that; 
we bring everything in-house. It’s a 
nice story to tell.”

Broad appeal
Sharp originally developed OMS 
for enterprise customers with 
500+ employees on the basis that 
large organisations have more 
experience implementing long-term 
strategic programmes. However, 
the proposition has been greeted 
with such enthusiasm by small and 
medium-sized businesses that Sharp 
is now offering OMS to any size of 
organisation.

“What started as a corporate 
exercise, now spans the corporate, 

Sharp’s BIG PAD interactive whiteboard can 
connect to 50 mobile devices on the same 
network. Touch Display Link enables screen 
sharing and file transfer between  
BIG PADs, tablets and smart 
phones, and lets users control 
a BIG PAD remotely.

public sector and commercial SME 
sectors,” explained Cardnell. “SMEs 
particularly like the outsourcing part 
of it. Rather than having one person 
take the print problem, another take 
the cloud problem and another take 
a third problem, they can now turn to 
one person and say ‘Sharp, please 
can you deal with this for us?’.” 

He added: “People love OMS 
because it’s so simple. It’s just three 
questions: How does information 
come in?; How do you work with 
it?; and How does it leave your 
organisation?”

To find out how Sharp Optimised 
Managed Services can help you 
reduce costs, improve productivity, 
support the environment and 
enhance security, please visit  
www.sharpcorporate.co.uk  
or call 0208 734 2490

1. Assessment
Sharp consultants assess your existing printer estate and workflow 
solutions; analyse usage trends and costs; and identify individual 
and corporate needs. This 4 to 8-week process provides a baseline 
for everything from print, copy and scan volumes to energy 
consumption and carbon footprint.

2. Solution Design
Based on the findings of the Assessment Report, Sharp will 
develop a print policy for your organisation and optimise the 
printer fleet to maximise workflow efficiency and cost savings.

3. Transition & Project Management
A Prince2-qualified project manager and Sharp project team will 
plan and manage all stages of the OMS implementation including 
pre-installation, deployment and post-installation. The change 
management programme is fully audited, with milestones to 
monitor progress.

4. Ongoing Contract Management
Once your new infrastructure is in place, Sharp will continue to 
monitor it to ensure that forecast productivity and cost savings 
are being achieved. As part of its commitment to continuous 
improvement, Sharp will identify other areas that can be improved 
through the use of Sharp displays, cloud workflow technology, 
document processing automation, production printing and remote 
worker optimisation.

Sharp OMS – a 4-stage process
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PrintIT: What is the purpose of 
your campaign?

Robbins: We are trying to send a 
message out against compatibles 
in the market. Compatibles are 
causing damage to our products and 
to our company name. We want to 
highlight the reliability of genuine 
consumables and the problems that 
can arise from using compatibles. 

PrintIT: What are some of these 
problems?

Robbins: TUV Rheinland in Germany 
tested a range of our products with 
both genuine and compatible toners. 
The machines fitted with compatibles 
had a number of problems: some 
actually caused damage – one third 
party toner damaged four developer 
units in two printers; three out of four 
compatible toners caused machine 
downtime, compared to none of 
the genuine cartridges; third party 
supplies produced up to 73% more 
waste toner; and there were up to 
nine times more non-usable prints 
when using compatibles.

PrintIT: Why are you launching the 
campaign now?

Robbins: More people are using 
compatible toner in our devices and 
we have noticed that the failure 
rate of machines under warranty for 
those that do is going up. People 
are experiencing poor quality prints, 
they are getting excessive jams, they 
are getting lots of waste paper and 
waste toner and this is down to the 
toner they put in the machine. Our 
campaign is to ensure that people 
who use our machines get the best 
out of them every time.

PrintIT: Why are more people using 
compatible toner in your devices?

Robbins: Because there are now a 
lot more compatible supplies for our 
products than there used to be. As 
we have increased our market share, 
more and more manufacturers have 

come to the market with versions of 
our toner. And the route to market is 
much faster. Five years ago, it would 
be 18 months before the compatible 
manufacturer brought out a toner for 
a new product. Now, it takes just six 
months. 

PrintIT: What proportion of 
consumables used in your 
machines are now third party?

Robbins: Context have analysed the 
distribution channel and what is being 
sold out to the end user and reseller 
markets, and they have calculated 
that 10% of consumables used in 
KYOCERA devices are compatibles. 
For some other manufacturers it 
would be about 25-30%. They have 
also looked at the counterfeit side, 
and that is very small – less than one 
percentage point.

PrintIT: Your technology is based 
on long-lasting components and 
the only replaceable element is 
the toner, so it must be easy for 
a company to produce a toner 
cartridge for one of your devices.

Robbins: We manufacture our own 
toner and our own machines and 
there are things within the toner 
that protect the machine and make 
it last. Unlike devices that use all-in-
one cartridges, KYOCERA machines 
have toner cartridges and separate 
drums and developers designed to 
last for 100,000 to 600,000 pages 
(depending on the model). If you put 
in toner that hasn’t been made for 
that machine it can cause damage to 
the drum and developer so that they 
don’t last as long as they should, and 
you can’t guarantee what the quality 
will be like over a long period of time. 

PrintIT: Presumably the potential 
problems are even worse with 
counterfeit supplies.

Robbins: Yes. Compatibles are 
made legitimately and they have 
the manufacturer’s name on the 
packaging. However, a counterfeit 
toner is made to look genuine. The 
box will look exactly the same as 
genuine consumables; it will have the 
KYOCERA name on it and KYOCERA 
toner codes. People buy counterfeit 
toner because they see an advert for 
genuine consumables at a very low 
cost, but anything could be inside 
the toner. Some we’ve analysed have 
contained charcoal and iron filings. 
Just think of the damage that would 
do to your machine.

PrintIT: What are you doing to 
counter the counterfeiters?

Robbins: We have been training 
customs and excise officers at 
ports and airports to spot KYOCERA 
supplies that come into the UK 
through unexpected channels. All 
toner goes from Japan to Amsterdam 
and then into the UK through one 
port. If it enters by any other port, 
customs officers will alert our 
legal team. We have made several 
seizures in this way and have also 
followed the trail back to a plant in 
China and had it closed down.

PrintIT: Do you have holograms 
and QR codes to validate your 
supplies as genuine?

Robbins: We already have holograms 
on our toner containers to ensure 
they are genuine, and we are 
moving towards serialisation of our 
consumables so that we can reward 
people for buying genuine. This 
means that when a customer enters 
the serial number of a genuine toner 
on a web portal, we could offer a 
voucher or we could implement a 
reward scheme where you get one 
free toner for every x number you buy.

To find out more about KYOCERA 
Document Solutions’ campaign 
and the TUV Rheinland toner 
test results, please visit www.
kyoceradocumentsolutions.co.uk

PrintIT quizzes Jonathan Robbins, 
Consumables & Spares Manager at KYOCERA 
Document Solutions, about the company’s 
campaign against third party toner cartridges.

Buyer beware

Jonathan 
Robbins, 
Consumables 
& Spares 
Manager, 
KYOCERA 
Document 
Solutions
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The education sector is famous for 
its use of classroom technology – 
and for appreciating its benefits. 
In a recent survey conducted by 
Censuswide* 6 out of 10 teachers 
agreed that interactive technology 
in the classroom delivered an 
improved learning experience 
and increased engagement with 
students.

While schools have been quick 
to grasp the potential of interactive 
whiteboards, laptops and tablets to 
enhance learning, they have been slow 
to appreciate the benefits of other 
devices, notably smart multifunction 
printers (MFPs).

The Print & IT Applications in 
Education Survey 2015 conducted 
by iGov on behalf of Lexmark UK 
& Ireland shows that schools and 
colleges are still not taking advantage 
of the features and capabilities 
of smart MFPs that commercial 
organisations take for granted.

Using features like scanning, mobile 
printing, print quotas and device 
management will not only  boost 
productivity, improve efficiency and cut 
the cost of administration. By making 
it easier for students to print and share 
material, it can also help with learning.

Already, there are over 30 easy-to-
implement embedded applications that 
can be added to any Lexmark touch 
screen printing device to increase 
productivity, tighten up cost controls, 
improve time management and tap 
into the increasing use of mobile 
devices in education establishments.

For a touch more productivity
In iGov’s survey, only 23% of 
respondents at schools, colleges 
and universities said they used their 
printers for anything other than printing. 

Yet, the same respondents said they 
were keen to boost productivity in ways 
that Lexmark printers already support. 
For example, 40% said they would like 
to use capture and route applications 
to process student paperwork. 

Lexmark’s AccuRead Automate 
solution lets you do just that and 

reclaim up to 76% of the time spent 
handling administration documents! 
This serverless solution captures and 
automatically classifies and routes 
information using a Lexmark smart 
MFP, ensuring documents are routed 
properly and are easily available to 
those who need them, when they 
need them, saving you significant 
time and reducing errors.

Scanning for time-savings
Approximately 10% of education staff 
spend up to four hours a week backing 
up or scanning hard copy documents 
on a print device, and 45% of people 
can’t say how much time they spend 
doing this. 

In total, more than half (55%) of 
teaching and admin staff could save 
time with free applications like Scan 
to Network, as well as chargeable 
solutions, such as Scan to SharePoint. 
Lexmark’s Scan to SharePoint solution 
enables documents to be scanned 
straight to SharePoint and accessed 
via the web on any device, anywhere. 
The time savings, reduction in 
paper-based filing and share-ability 
bring many advantages to school 
administration and teachers.

Free cost-control app
Four out of five (82%) education 
establishments surveyed consider print 
management and cost allocation to 
be of medium or high priority, yet less 
than 30% actually do it. 

Lexmark’s free-of-charge Device 
Quotas app enables your print 
managers to specify how much 
printing, scanning, copying or faxing 
users can do per printer. You can also 
easily implement more advanced 
analytical print release applications, 
such as Lexmark’s own print 
management solution or that of a third 
party like Papercut or Ringdale.

Print on the go
Almost half (45%) of students already 
use tablets or similar smart mobile 
devices, and 60% of schools surveyed 
are using or plan to introduce them to 
schools in the future. However only 3% 
currently have any kind of mobile print 
functionality in place.

Lexmark has a flexible portfolio of 
mobile printing technologies (including 
Google Cloud Print, AirPrint and other 
mobile print offerings) and applications 
that give staff and students print-on-
the-go convenience whilst also solving 
crucial challenges around document 
security. 

You can simplify device discovery 
and make mobile printing a reality 
today simply by implementing 
Lexmark’s free QR Code Generator 
and using the Lexmark Mobile Printing 
App. All users have to do is scan the 
QR code on the touch screen printer 
to add the printer and then, with 
just a few clicks, they can print their 
documents when they are away from 
their computer.

Every school is equipped with printers and MFPs, but very few are 
making the most of their potential to save time and boost efficiency.

Education Report: 
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*On behalf of AV company Steljes

Using features 
like scanning, 
mobile 
printing, 
print quotes 
and device 
management 
will boost 
productivity 
and cut 
the cost of 
administration.
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Printing Report
Schools are not maximising the 
full potential of today’s versatile 
print devices
n  77% only use print devices to 

print.

Schools could enhance printers 
with applications to help 
improve efficiency
n  33% scan to network for the 

digital distribution and storage 
of hard copy documents. 

n 5% currently use Google Docs.
n  3% have mobile print 

functionality currently in place.

There is demand for automation 
of time-consuming processes
n  35% would like the option to 

print and automatically mark 
tests on demand.

n  40% would like to use capture 
and route applications to 
process student paperwork.

n  55% could save time 
with productivity-boosting 
applications like Scan to 
SharePoint.

n  82% consider cost allocation 
and print management to be a 
high priority.

Schools could capitalise on 
their investment in tablets
n  60% already use or plan to use 

tablets in their classrooms.
n  3% currently have a mobile 

print capability. 

Does the Educational sector 
get top marks for its use of 
printer applications?

Of students use tablets or similar devices

60%+ Use or plan 
to use tablets in 
schools in the future...

...have any kind of 
mobile print 
functionality currently 
in place

Of schools are likely to introduce 
tablet devices in the near future

TECHNOLOGY

WHO IS
LEXMARK?

Tablets – now and in the future!

Lexmark is a global technology company creating enterprise software,
hardware and services that help organisations draw deeper value from
their business information

For more information contact: retailsolutions@lexmark.co.uk 
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PRINTERS

HP has turned 
the spotlight on printer security 
with the announcement that it 
will be incorporating self-healing 
security features into all new HP 
LaserJet Enterprise and OfficeJet 
Enterprise X printers.

HP said it was building additional 
security into its devices because 
printers are often overlooked as a 
network security risk even though 
changes in working practices, 
notably increased mobility, and 
the interconnectedness of modern 
devices make breaches more likely. 

Research by the Ponemon 
Institute (see box) shows that 64% of 
IT managers think it likely that their 
printers are already infected with 
malware, with a majority expecting 
the number of breaches to increase 
over the next 12 months.

This is due to greater use of 
mobile technologies (65%); higher 
rates of malware infection (61%); 
growing numbers of remote workers 
(60%); more network-connected 
devices (53%); and increased user 
access (20%).    

HP’s new security features 
protect printers by detecting and 
automatically recovering from 
attacks. They include:
n HP Sure Start. Already used to 
protect HP Elite PCs, HP Sure Start 
automatically validates  the BIOS 
code used to configure and load 
essential hardware modules when 
the printer turns on. If it detects 

that this has been compromised, 
it restarts using a safe, hardware-
protected version of the BIOS;
n Whitelisting. This protects the 
printer’s FutureSmart firmware, 
which includes network security as 
one of its functions. Whitelisting 
ensures only known HP code that 
has not been tampered with can be 
loaded and executed on a printer. If 
an anomaly is detected, it reboots to 
a secure, offline state and alerts IT to 
reload the firmware; and
n Run-time Intrusion Detection. 
Developed in partnership with Red 
Balloon Security, this monitors device 
memory for malicious attacks while 
the printer is running. If it detects 
a problem, it stops the printer and, 
in conjunction with HP Sure Start, 
automatically reboots the device 
back to a safe state. 

In the event of a re-boot, HP 
JetAdvantage Security Manager 
automatically checks and fixes the 
affected printer’s security settings to 
make sure they comply with company 
policy – without having to involve IT.

500 series
The first printers to include the new 
security features are the HP LaserJet 
Enterprise M506 series, the HP 
LaserJet Enterprise MFP M527 series 
and the HP Color LaserJet Enterprise 
MFP M577 series for workgroups of 
5-15 users.* 

In addition to its security features, 
the 500 series uses low-melt 
HP Colorsphere 3 and Precision 
Black toner, which lowers energy 
consumption by up to 53%, increases 
print speeds and the first page to 
print by up to 48%, boosts page yield 
by 33% and has enabled HP to shrink 
printer size by up to 40%.

Throw in auto duplex at the 
rated speed, a larger paper supply, 
an attractive all-white design and 
ergonomic features like a slow-close 
lid, easy slide-off glass platen and 
adjustable touch-screen and it is 
easy to see why HP has won red dot 
design awards for the MFP M277 
and the M553.
hp.com/go/PrintersThatProtect 

World’s most secure printers’ 
launched by HP

Protect, detect, recover
The Insecurity of Network-
Connected Printers 

To mark the launch of its secure 
printers, HP commissioned Ponemon 
Institute to conduct research into the 
security risks posed by printers and 
other peripheral devices. Its survey of 
2,000 IT security practitioners in North 
and South America, EMEA and Asia-
Pacific highlights a patchy approach to 
printer security.

Printers are potentially as big a security 
risk as computers
n 60% consider it likely that their 
organisation has suffered a data breach 
involving a network-connected printer; 67% 
say the same about a PC or laptop.
n Only 10% can say for certain that a 
printer-related breach has taken place, 
compared to 35% for computer-related 
breaches, suggesting that security 
professionals have less visibility and control 
over office printers.
n 60% say printers are as likely (50%) 
or more likely (10%) to be infected with 
malware than desktop or laptop computers
n 57% predict that a data breach resulting 
from insecure network-connected printers 
will occur in the next 12 months, compared 
to 51% who expect one involving an 
insecure desktop or laptop computer.

Yet, printers are still overlooked as a 
security risk
n 56% say their employees do not regard 
printers as an area of high security risk. 
n Only 44% of organisations have security 
policies that cover network-connected 
printers. 
n 70% do not have a process for identifying 
high risk printers.
n 64% assign a higher data risk to desktop 
or laptop computers than printers.

And enforcement of security policies 
remains patchy
n 66% say that printer security policies are 
rarely applied and enforced consistently 
across the enterprise.
n Only 34% of organisations have a 
process for restricting access to high risk 
printers.
n 56% say that their organisation isn’t 
good at assigning access rights to printers 
based on the sensitivity of the documents 
printed. 

* All security features can be activated on HP LaserJet Enterprise printers launched since April 2015 via a 
firmware upgrade. Whitelisting and Run-time Intrusion Detection can also be added to many HP LaserJet 
and OfficeJet Enterprise X printers launched since 2011 through an HP FutureSmart service pack. 
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DATA SECURITY

Q. Are data breaches always 
caused by human error and flawed 
security practices or are many of 
today’s security solutions not fit 
for purpose?

TK Keanini, CTO (chief technology 
officer), Lancope
“All of the above. The defender is 
not playing against a static and 
predictable attacker, and so we need 
to think about this as a game that 
is actively being played. Security 
solutions are like going to buy a 
car and only being able to buy car 
parts – you, the defender, must put 
together the whole solution,and this 
is challenging for the mid market.” 

Simon Crosby, CTO and co-founder, 
Bromium
“The 2014 Verizon DBIR shows that 
about 90% of breaches begin with 
a human error – typically clicking 
on malicious links or attachments, 
but also losing devices and mis-
configuring them.”

Joanna Brace, VP of Product 
Marketing and Marketing,  
AVG Business
“Even the most secure system is 
only as strong as its weakest link 
– typically the end user. This is 
compounded as businesses try to 
implement flexible ways of working 
to ensure talent is attracted to the 
organisation and stays over the 
long term. How this manifests itself 
is through letting employees use 
their own devices and apps to carry 
on working outside the walls of the 
office. In the absence of any controls, 
many small firms have had no option 
but to trust employees to behave 
responsibly and hope they do not 
leave themselves open to a hack 
or breach. However, with reports of 
hacking and cyber-attacks on small 
firms continuing to hit the headlines, 
doing nothing is scarcely sustainable. 
Hackers are becoming increasingly 
sophisticated in their approach, 
using social engineering to trick 

employees into opening realistic-
looking but fraudulent emails, or 
using fake or re-directed websites.”

Andy Heather, VP EMEA, enterprise 
data security, HP Data Security
“The answer is yes, or all three! The 
human error is not necessarily that 
someone forgot to throw a switch or 
left a door unlocked; it starts with the 
decision (or lack of) to leave sensitive 
data unprotected. Sometimes 
the decision about data security 
is based on an older model of a 
secure perimeter. Traditional security 
technologies like firewalls establish 
a security perimeter that is designed 
to keep hackers out. A security 
perimeter is not necessarily a bad 
thing (if it can keep hackers out), it 
is just that with today’s technologies, 
your data is being moved in and out 
of that perimeter on a routine basis by 
people who need to use it. Choosing 
to leave sensitive data unencrypted 
as it flows in and out of your system 
is flawed security, and relying on 
perimeter security only is not a fit 
solution. Instead, businesses should 
be protecting the data rather than the 
network where the data lives. This is 
typically done with encryption.”

Graeme King, Senior Tech PI 
Underwriter, Financial Lines, Allianz 
Global Corporate & Specialty 
“Available security solutions are 
mostly fit for purpose. But they 
are limited. Malware injected into 
computers will bypass anti-virus if it 
is a new type that does not contain 
the ‘signature’ of known viruses. 
One of the greatest challenges is 
ensuring that employees do not 
fall for phishing emails and the 
sophistication with which these 
attacks are done is increasing all 
the time. The majority of successful 
attacks start with an email where 
employees are tricked into disclosing 
login and password details. Once 
the door to the computer system 
is open, the damage is often done 
and the company is at the mercy of 

the hackers. They will usually move 
slowly and carefully through the 
system, monitoring, recording and 
learning what they need to know to 
commit their intended crime. You can 
build layer upon layer of protection, 
but employees frequently let them 
through the front door.”

Richard Cassidy, technical director 
EMEA, Alert Logic
“The reality we face in today’s 
threat minefield is that human 
error is the highest contributing 
factor to why threats exist and why 
attackers succeed in exploiting their 
targets. Bad actors (hackers) have 
increasingly turned their focus to the 
tried and tested method of social 
engineering, ranging from brute 
force attacks against systems and 
servers protected by weak passwords 
to phishing campaigns that far 
too many users still fall victim to, 
allowing malware to bypass almost all 
security tools in place. If we flip the 
same view to the developers of the 
software used in today’s production 
environments, it’s bugs or poorly 
understood security practices in 
coding that often lead to the major 
exploits we have seen in the last 
decade. However, we’re starting to 
see a shift, through better education 
of end-users on the pitfalls of online 
activities and how to identify potential 
attacks. This remains the most 
critical part of security best practice.”

Mark Noctor, General Manager, 
Europe at app security specialist 
Arxan Technologies
“It’s a mistake to try and pin security 
breaches on a single cause, as there 
are often a number of factors at play. 
Human error does still account for 
a large number of breaches, but in 
certain situations, security solutions 
are also not advanced enough to 
deal with more sophisticated attack 
methods. With this mind, best 
practice for a company is to adopt 
security technology that includes 

Q&A

TK Keanini, CTO, 
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and co-founder, 
Bromium
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Marketing and 
Marketing,  
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With major data breaches now almost a daily occurrence, PrintIT 
asks leading lights in the data security industry where businesses are 
going wrong and what small and medium-sized businesses can do to 
protect themselves from attack
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DATA SECURITY

self-protection capabilities, which 
can help strengthen the protection 
of sensitive data from both internal 
and external threats. Advanced 
self-protection security tools can 
minimise the chances of human 
error leading to a serious breach and 
adapt to the rapidly evolving threat 
landscape.”

Ross Brewer, MD & VP, LogRhythm
“As cyber-attacks soar to 
unprecedented levels, organisations 
are starting to realise that data 
breaches are now a case of ‘when, 
not if’. It’s unfair to lay all the blame 
on human error, as cyber criminals 
are using increasingly sophisticated 
tactics and becoming more and more 
underhand in the techniques they 
use to exploit vulnerabilities, whether 
human or network-related. Not long 
ago, businesses could install a few 
firewalls and some anti-virus software 
and feel confident that those systems 
would defend them against attempted 
attacks. Today, IT environments 
have become far more vulnerable 
as enterprise mobility, cloud, and 
BYOx continue to break down the 
defensible perimeter and add layers 
of complexity to security strategies. 
The problem is that too many 
businesses still rely on these tools. 
Cybercrime has come a long way over 
the past decade, so it’s crucial that 
security practices and solutions are 
updated. What organisations need 
is an intelligent analytics tool that 
continually examines network data, 
giving them full visibility so they can 
detect and mitigate a threat before 
any damage has been done.”

Jason Hart, vice president and CTO 
for data protection, Gemalto
“Both human error and the 
solutions some organisations are 
implementing contribute to data 
breaches. Passwords are the easiest 
access point for cyber criminals, 
because once access is gained to 
one, the entire corporate network 
is opened. Many employees choose 
passwords that are easy to guess, 
use the same one for several 
accounts, or even write them down 
where they can be found. Companies 
can advise and encourage 
employees to use strong passwords 
and regularly update them, but this 
is difficult and time-consuming. 
The new reality is that conventional 
data protection is outdated. A 

lot of companies still base their 
information security strategies 
on breach prevention, including 
firewalls, antivirus, content filtering 
and threat detection. If we’ve learnt 
anything from the past it’s that it’s no 
longer sufficient to put a wall around 
your data and stand watch.”

Q. In your opinion, what one thing 
can do most to improve data 
security? 

TK Keanini: “The first thing is to 
recognise that security affects your 
entire business. Your business 
being unique, you must pursue a 
security strategy that is also unique 
and fits your business. Start with 
solutions that give you visibility, and 
then instrument up protection and 
controls that you can monitor and 
manage. Don’t be overwhelmed and 
think that security is complicated. It 
is simple if you treat it as a business 
problem – running a business is also 
very dynamic and you need visibility 
of your business in order to be 
successful in a competitive market.”

Simon Crosby: “Virtualisation 
technology will profoundly shift the 
balance in favour of security, both 
in data centre/cloud environments 
and on PCs and mobile devices. For 
example, through collaboration with 
Bromium in micro-virtualisation, 
Windows 10 is many times more 
secure than previous versions. 
VMWare is also leading on 
containerisation and granular 
micro-segmentation of data centre 
networks.”

Joanna Brace: “One solution that 
combines employee mobility and 
productivity with stringent security  
is secure, standards-based single 
sign-on technology (SSO). This 
enables IT providers to deploy 
secure mobile access and multi-
factor authentication for their small 
business customers as a simple, 
cloud-based service that extends 
usability, security and compliance 
across all mobile devices and 
Windows and OSX laptops. This 
approach helps ensure company 
confidential data stays secure, 
private and within their control, even 
while it is shared with employee-
owned mobile devices and externally 
hosted cloud services. One of the 
advantages of SSO is that it is 

user-centric – managing employees 
first and then all of the devices and 
applications they need to perform 
their jobs. Each employee is assigned 
a ‘user identity’ (either through Active 
Directory, LDAP or built-in cloud 
directory) with specific permissions 
and security controls, which is then 
applied to all of that user’s devices.”

Andy Heather: “Practice data-centric 
security. Protect data by encrypting 
it as it comes into your systems, 
and secure sensitive data at-rest, 
in-use and in-motion, not just where 
you store it. Remember, with cyber 
criminals, it is not a matter of ‘if’ 
they will breach your systems, but 
‘when’. Having all your sensitive data 
encrypted means the hackers will get 
nothing of value in a breach and will 
quickly move on to an easier target.” 

Graeme King: “Educate all levels of 
your business again and again on 
how phishing works and its potential 
impact. Provide real examples of 
successful phishing attacks in the 
news. Organise regular tests to 
see how well staff put into practice 
what they have been taught, for 
example by sending fake emails 
and monitoring how many delete 
them and how many click on an 
attachment or link. Explain to 
individuals who failed the test how 
they should have spotted the fake 
email. Report to the company as a 
whole the success rate of such tests 
to highlight the growing levels of 
awareness. Celebrate good practice 
and encourage those who fail to 
follow the lead of their peers. If the 
budget permits, hire an external 
security firm to advise on and 
conduct such tests.”

Richard Cassidy: “We live in an age 
when data is king. We have the tools 
and capabilities to track, trend and 
identify data with a level of accuracy 
unthinkable only a decade ago. Big 
Data analysis allows us to identify  
noisy and antiquated threat types 
with ease and provides a platform to 
find the ‘needle in a haystack’ of a 
very sophisticated targeted attack. 
Unfortunately, it’s not just a question 
of technology; how we apply big data 
analysis is also key. Data is only 
effective when harvested correctly 
and without understanding what you 

Andy Heather,  
VP EMEA, 
enterprise data 
security, HP data 
security

Richard Cassidy, 
technical director 
EMEA, Alert Logic

Mark Noctor, 
General Manager, 
Europe,  
Arxan 
Technologies.
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are looking for (be it compliance, 
security, anomalies, trends, etc.) big 
data can become a huge challenge 
and leave one unsure where to start. 
That said, this is also an age when 
almost everything can be bought 
‘as-a-service’ and these offerings can 
bring immediate effectiveness to a 
big data gathering capability.”

Mark Noctor: “Application self-
protection is a relatively new 
concept that is beginning to gain 
significant momentum thanks to the 
rapid advancement of mobility and 
Internet of Things (IoT) connected 
devices. The more our devices and 
systems are interconnected, the 
greater the surface area for hackers 
seeking to steal sensitive data. 
Apps are especially easy targets, 
as vulnerabilities in the binary 
code make them susceptible to 
reverse engineering and tampering. 
Research has found that 84% of 
attacks occur in the application 
layer. Application self-protection 
techniques, such as code-hardening 
and cryptographic key protection, 
strengthen an application’s ability 

to ward off attacks and protect 
sensitive data and IP.”

Ross Brewer: “Effective IT security 
heavily depends on skilled people 
and well-defined policies and 
processes, but without security 
intelligence businesses will still 
have no chance of mitigating today’s 
threats. Just as business intelligence 
allows organisations to connect 
points of seemingly unrelated 
data to find new opportunities, 
security intelligence tools enable 
organisations to see threats clearly, 
so that they can respond as quickly 
and efficiently as possible. There 
are two key metrics that businesses 
must consider when evaluating their 
security posture – the time it takes 
to identify threats, and the time it 
takes to mitigate them. Clearly the 
more time an intruder is permitted to 
roam a system undetected, the more 
damage they can do. Companies 
seeking to improve data security 
should use security intelligence 
and sophisticated data analytics to 
reduce this time to hours and, in an 
ideal world, minutes.”

Jason Hart: “Breach prevention and 
monitoring alone will not prevent 
cyber criminals. Furthermore, it’s 
clear that password policies aren’t 
working, so businesses need to 
look for alternative ways to manage 
passwords, authenticate users 
and bolster security. One option is 
to replace static passwords with 
two-factor authentication, which 
could include the generation of 
One-time Passwords (OTP) to 
authenticate users. Replacing static 
passwords with OTP is inexpensive 
and automated and could remove 
approximately 80% of today’s 
security problems. However, this 
alone is not enough and companies 
should also move to a ‘secure 
breach’ approach, which ensures 
data is effectively useless should 
it fall into the wrong hands. This 
involves adopting robust multi-factor 
authentication solutions as part 
of a holistic security strategy that 
offers multiple layers of protection, 
including encryption, access controls, 
key management, network security 
and strong authentication.”

Ross Brewer,  
MD & VP, 
LogRhythm

Jason Hart,  
vice president 
and CTO for 
data protection, 
Gemalto
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PRINTERS

After the unveiling of Dell’s new 
H-Series and S-Series MFPs, 
PrintIT emerged from a morning of 
presentations none the wiser about 
the devices’ print speeds, paper 
capacity or recommended monthly 
print volumes.

Speeds and feeds, to use the 
industry jargon, used to be how 
printers were judged and compared. 
Nowadays they barely get a mention. 
The efficiency of modern devices 
has reached such a level that people 
assume they will do the job, which 
today involves much more than just 
putting dots on a page. 

Instead, all the talk at Dell’s 
launch was about the user experience 
– ease of use, ease of installation and 
ease of management.

“At Dell, we try to make it easier 
for our customers,” explained Dell 
Imaging EMEA product marketing 
director Dave McNally. “We look 
at how customers interact with a 
device. How easy is it for them to use 
the device? How easy is it for them 
to manage the device? How easy is 
it for them to own the device? This is 
where we put a lot of resources and 
a lot of effort.”

For Dell, this makes perfect 
sense: it doesn’t make its own 
devices and is therefore less able to 
differentiate itself through hardware, 
but it does add value through 
software, services and integration. 
In an era of mobility, digitisation 
and cloud connectivity, this is where 
vendors can make a difference.

This approach is evident in Dell’s 
five new printer launches, including 

three H-series devices for small 
businesses, remote offices and other 
unmanaged IT environments – the 
H825cdw colour cloud MFP (£309), 
the H625cdw colour cloud MFP 
(£259) and the H815dw mono cloud 
MFP (£259); and two smart S-series 
models for managed IT environments 
– the Dell S2815dn mono smart 
MFP (£229) and the Dell S2825cdn 
colour smart MFP (£289).

Dell Document Hub
The introduction of three new 
H-series devices, two with cloud 
connectivity built-in, is a major 
development for Dell, as it increases 
the number of devices embedded 
with Dell Document Hub, a key 
differentiator for the company.

Launched a year and a half ago 
and previously only available on one 
device, Dell Document Hub makes 
it easy for employees to upload, 
retrieve, print and share documents 
in the cloud. It acts as gateway 
to seven cloud service providers 
(so far), including Box, Dropbox, 
Microsoft OneDrive, Evernote, 
SharePoint Online, Salesforce.com 
and Google Drive, and enables users 
to scan and convert documents into 
editable formats. 

What makes Dell Document Hub 
so useful to end users in unmanaged 
IT environments is a) access to all 
seven cloud providers via a single, 
secure sign-on; and b) aggregated 
search across all seven services 
for quick and easy retrieval of 
documents.

For McNally, these features have 
big productivity benefits for users of 

New Dell printers come with 
extended connectivity for 
mobile, cloud-connected SMEs

The Hub of the matter

Continued...

cloud services. “Instead of having to 
remember different passwords for all 
your cloud services, having that one 
sign on and  aggregated search is 
very powerful. What we have seen in 
the early adoption of cloud is that a 
lot of individuals will sign up to a free 
cloud service, fill that up and move 
on to the next one. The ability to find 
a document becomes a problem 
because you have to sign in to each 
of the cloud services,” he said. 

New and improved
As well as increasing the number 
of devices with Dell Document Hub 
embedded, Dell has added useful 
new features. These include:
Greater availability: Users can 
access the Dell Document Hub from 
a button on the printer control panel, 
via Dell Printer Hub on a PC (see 
below) or via a free iOS/Android app, 
which provides mobile printing and 
scanning functionality. You don’t 
even need to be a Dell customer to 
enjoy it; anyone can use the app for 
single sign-on and aggregated search 
across supported cloud services.
OCR in the cloud: a new addition to 
the Dell Document Hub, free cloud-
based optical character recognition 
(OCR) lets users, including Android/
iOS/Windows smartphone or tablet 
users, convert scanned documents 
into editable Microsoft Office files or 
save them as searchable PDFs.
Salesforce.com integration: 
the addition of a Salesforce.
com connector enables users to 
save time and reduce errors by 
scanning contracts, tenders and 
other documents directly into 
Salesforce.com Accounts, Contacts, 
Opportunities and Documents 
folders from an MFP or mobile device 
using predefined workflows. Users 
also benefit from the Dell Document 
Hub’s superior rendering engine 
when printing from the CRM solution.
Action Favourites: one-button 
customised workflows for common 
scanning jobs remove the need to 
apply attributes such as destination, 
resolution etc. every time you scan a 
document;
Camera Capture: this new feature 
lets users take a photo with a tablet/
smartphone and print it instantly 

Dave McNally, 
EMEA product 
marketing director, 
Dell Imaging

What we 
have seen 
in the early 
adoption of 
cloud is a lot 
of individuals 
will sign 
up to a 
free cloud 
service, fill 
that up and 
move on to 
the next one.



28 PRINT.IT 01732 759725

PRINTERS

or save it to a pre-determined 
destination;
NFC: integrated Near Field 
Communication (NFC) provides tap 
to print and tap to scan functionality 
from mobile devices and easy and 
secure authentication in unmanaged 
IT environments. 

Dave McNally told PrintIT that in 
the last six months, the number of 
Dell Document Hub registrations has 
increased by 150% and that with the 
new developments, he expects take-
up to accelerate further.

“The fact that we’ve enhanced 
Dell Document Hub with integration 
into Salesforce.com means that we 
now have seven connectors. That 
really opens up the capabilities of 
the product. And, whereas previously 
we only had Dell Document Hub on 
one device, we have now extended 
it to our mono products, which 
really starts to broaden its scope. 
That’s what I’m really excited about 
– previously we only had it on one 
product. Now its embedded on three 
new products,” he said.

Dell Printer Hub
In addition to Dell Document Hub, 
the new H-Series devices come with 
the Dell Printer Hub. Introduced 
in May with Dell’s new E-series 
(everyday) MFPs, Dell Printer Hub 
is designed to simplify printer 
management and operation.

The interface has three tabs – one 
is a portal to the Dell Document Hub 
(see above); one gives access to My 
Actions, such as scan to email and 
common, pre-defined workflows and 
processes; and one is for My Printer, 
which collects all printer management 
tools in one place, making it easy 
for administrators to manage Dell 
printers on their network.

With automated toner alerts, 
online suppliers ordering, one-click 
firmware upgrades and replication 
of printer settings across multiple 
devices, Dell Printer Hub is a great 
time-saver. 

New features include the ability 
to download documents from cloud 
accounts in their native format, 
rather than just as PDFs; to email 
documents in their source format; 

and to sync scan features across all 
Dell Document Hub devices, mobile 
devices and Dell Printer Hub.  

S-Series 
Dell has also made significant 
enhancements to its smart 
S-Series devices for managed IT 
environments, featuring enterprise 
levels of security, such as LDAP 
authentication and secure print 
release, and the ability to streamline 
and automate workflows. The biggest 
of these is a free connector that 
enables users to scan directly into 
SharePoint On Premise. 

“We are opening up SharePoint 
On Premise for the first time,” 
explained McNally. “There aren’t 
many companies that don’t use 
SharePoint and SharePoint On 
Premise. Even customers that don’t 
want to use the cloud, want to 
use SharePoint, so having a direct 
connection into that, making it 
easy to connect to, is really, really 
important.”

McNally claims that competitors 
normally charge $250-$600 for this 
feature, whereas Dell is offering it 
free of charge.

Ease of use
Dell’s new H-Series and S-Series 
devices include many other features 
designed to improve ease of use, 
including easier paper jam resolution 
– opening the back door of the 
printer takes pressure off the rollers 
making it easier to extract paper; 
an intelligent scan function that 
remembers the last eight scan jobs 
for easy replication; and single pass 
two-sided scanning on affordable 
devices like the £309 H825cdw Dell 
Colour Cloud.

Another attraction is Dell’s Easy 
Installer for fast printer installations. 
Dell claims that installing a Dell 
e525w printer requires two clicks 
and takes 5 minutes 50 seconds, 
compared to 15 minutes, 10 clicks 
and a USB connection with the 
HP M277 – a 2.5 times speed 
advantage.

The printers also have lower 
energy consumption and an improved 
total cost of ownership thanks to 
Dell’s third generation toner, which 
has 20% smaller particles and a 
lower fusing temperature.

Oh, and for those that were 
wondering, as PrintIT did, the new 
MFPs have print speeds from 25 to 
40 pages per minute.
www.dell.co.uk

...continued

10 Reasons to Buy a 
New Print Device
1. Low-melt toner. The fusing temperature of 
toner sounds arcane, but its consequences are far-
reaching. The lower melting point of new generation 
toner reduces printer power requirements, resulting 
in a lower total cost of ownership (TCO). Thanks to 
a smaller particle size, printer manufacturers have 
been able to shrink toner cartridges and the printers 
themselves.

2. High Yield Toner Cartridges. Using high yield 
toner cartridges that cost more but last longer is the 
easiest way to cut print costs. 

3. Business Inkjets. Do you need a laser printer 
or would a high speed business inkjet meet your 
needs? The emergence of business-class inkjet 
printers has been one of the defining trends of the 
last two to three years. Business inkjets from Epson, 
HP, Canon and others consume less energy and have 
up to 50% lower running costs than laser devices.

4. Single pass scanners. Duplex scanners that 
scan both sides of a page in a single pass have 
filtered down from large A3 MFPs to small desktop 
devices. A great time saver, they also reduce the 
potential for paper jams.

5. Touchscreen displays. Smartphone-like displays 
improve ease of use, let you do more at the device 
and provide more opportunities for customisation. 
Samsung has taken this to its logical extreme and 
uses an Android tablet as the user interface on its 
MX4 and MX7 MFPs.

6. Entry-level MPS. The automatic monitoring and 
delivery of replacement supplies should mean you 
never again run out of toner, which, as you know, 
always happens at the most inconvenient moment.

7. Easy budgeting. Today, you no longer have to 
pay through the nose for new consumables. There 
are other options. HP Instant Ink provides unlimited 
supplies as and when you need them for a small 
monthly subscription. Epson supplies some printers 
with extra large ink tanks containing enough ink 
for a lifetime. Should you need them, replacement 
cartridges are available for under a tenner.

8. NFC. Near Field Communication (NFC) is one of 
several wireless technologies offering convenient 
mobile printing/scanning and authentication. 
Samsung was the first to embrace NFC on printers. 
Other vendors have caught up and NFC is now 
becoming standard even on workgroup devices.

9. Cloud connectivity. The ability to scan to and 
print from cloud services directly from an MFP 
touchscreen or mobile app is critical in today’s 
mobile, cloud-connected businesses.   

10. Extended warranties. The greater reliability 
of modern devices has enabled vendors to offer 
extended two- and three-year warranties – with 
or without strings. An example of the former is 
Xerox’s offer of an additional free year’s warranty for 
customers who buy a full set of genuine Xerox toner 
or ink within the last 60 days of an existing warranty.
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INFORMATION MANAGEMENT

Things are happening fast at 
enterprise information management 
company M-Files Corporation. 
Having opened a UK office in 
Reading, Berkshire earlier this 
year, the Finnish company has just 
announced a new version of its 
flagship software.

M-Files 2015.1 reinforces the 
company’s focus on metadata for 
improved document and information 
management and features a 
number of enhancements to boost 
efficiency and accuracy. These 
include the ability to add contextual 
automatic values and intuitive 
property groupings to the metadata 
of documents; easier sharing 
of content across PCs, tablets 
and smartphones; faster full-text 
searches; and greater flexibility in 
configuring approval rules, electronic 
signatures and processes.

In an interview with sister 
publication PrintIT Reseller, M-Files 
director of UK Business Development 
Julian Cook said that the company’s 
metadata-based approach, which 
prioritises what a document is rather 
than where it is stored, is proving 
popular with customers who are 
becoming increasingly dissatisfied 
with the limitations of a folder-based 
approach to storage and retrieval. 

“For a simple illustration of why 
the traditional way of managing 
information using folders doesn’t 
work, think of a sales person putting 
together a proposal for a customer. 
The first thing they have to think 
about is where to put the proposal. 
Worst case scenario is they keep it 
locally on their laptop, but even if 
they’ve got some kind of network 
storage they will think ‘This proposal 
relates to a customer, so do I put it 
in the customer folder? Or, because 
it relates to a particular product, do I 
put it in the product line folder? Or do 
I put it in my territory folder?’’. Before 

long, they start asking themselves ‘Do 
I put multiple copies of this document 
in different folders on the network or 
do I put it in one folder and hope that 
everyone thinks the same way as me 
and is able to find it?”

He added: “Putting documents 
into specific folders and sub-folders 
really does lead to confusion 
and very quickly you end up with 
multiple versions of the document 
spread across different parts of the 
organisation.”

The M-Files approach is to 
assign metadata – properties or 
attributes – to a document or piece 
of information. Rather than putting 
the sales proposal in a folder, M-Files 
users tag it with the customer name, 
the product line, the territory, the 
sales team and so on. This contextual 
information enables people to 
search for documents based on their 
attributes, dramatically improving the 
ease with which information can be 
found and shared.

Dynamic views
Cook says documents can be 
retrieved in two ways – by entering 
keywords into a search engine, with 
returns ranked in order of relevance, 
or by creating what he calls ‘dynamic 
views’.

“If I go into M-Files, I might want 
to look at all invoices or proposals. 
I could set up a dynamic view so 
that those are the only documents I 
see in that view. If I am in a finance 
department I might want to look at 
invoices that are due this month 
or that are due this quarter or that 
belong to a particular supplier. I might 
find the same document using these 
different dynamic views. It is very 
comfortable for me as an end user: I 
am using something that looks, smells 
and feels like a folder, but actually a 
document can exist in one or multiple 
dynamic views based on the metadata 
of the document,” he said.

Cook adds that metadata also 
drives how information is managed.

“Metadata attributes added to an 
information asset can automatically 
kick off certain workflows. For 
example, if I save or create an 
invoice, its metadata attributes can 
automatically indicate that this, 
this and this person need to review 
it. Or, from an access and security 
standpoint, metadata attributes 
might dictate that only this, this 
and this person can view it and 

only this person can edit it. Or, from 
a replication standpoint, it might 
determine that after five years the 
invoice is automatically saved to a 
specific archive vault,” he said.

According to Cook, metadata also 
serves as the bridge connecting 
structured content – information 
assets residing within a database 
e.g. a CRM, ERP or accounting 
system – with unstructured content, 
such as Word and Excel files, images, 
video and email files.

“If I am a sales person and I’m 
working on a proposal associated 
with a customer contact in the CRM 
system, metadata connects the 
CRM system to the unstructured 
repository involved, which is M-Files, 
so that that proposal can reveal 
itself within the CRM system. By 
associating the proposal with the 
customer account, I can see that 
there are three or four open support 
tickets that need to be resolved and 
that the customer has two or three 
outstanding invoices. The metadata 
serves as an intelligence layer that 
connects systems and gives people 
content in context – a 360 degree 
view of all the other content assets 
and processes associated with the 
singular asset that I am looking for. 
That is something that makes us 
distinctive from other players in our 
field,” he explained.

Fast growing
M-Files has been successful at 
selling this approach to mid-market 
companies, outgrowing the market 
by a factor of ten last year, with 
revenue growth of 75% compared 
to 8-10% for the enterprise content 
management market as a whole, 
according to Gartner’s estimate.

Cook is confident that M-Files 
will continue to expand as more 
companies become frustrated with 
conventional document management 
solutions.

“I am pleasantly surprised by how 
much opportunity there is, by how 
many businesses of pretty significant 
size don’t have any type of document 
or content management solution 
in place and are still managing 
mountains of paper. Many companies 
have network drives, folders and 
sub-folders, but everyone I speak 
to realises that this is not a viable 
solution for managing documents or 
their content going forward,” he said.
www.m-files.com

Frustration with document storage based on 
folders and sub-folders is driving growing 
demand for metadata-based content 
management   

The problem 
with folders

Julian Cook 
director of 
UK Business 
Development, 
M-Files
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MFPS

All MFPs are the same, aren’t 
they? Not at all, says Samsung UK 
head of print Mark Ash. And nor are 
the companies that supply them. 

For evidence, he points to 
Samsung’s new MX7 series of A3 
MFPs, which he says represent a 
radically different approach to ‘the 
connected workplace’ – an approach 
that is consistent with Samsung’s 
appetite for speed epitomised by the 
Korean expression ‘ppalli, ppalli’, 
meaning ‘quick, quick’.

Samsung’s focus on speed may 
explain why Ash is apologetic about 
A3 MFP sales growth of 46% in the 
first half of this year. Competitors 
would kill for figures like this, but 
Ash wants faster growth if Samsung 
is to become a Tier 1 A3 MFP 
manufacturer by the end of 2017. 

Or maybe he’s just been spoilt 
by some of his division’s other 
results, including a 936% increase in 
managed print services signings in 
the first half of the year.

Smart interface
So what is it about the Samsung 
MX7 series that is so different? 

The most eye-catching element 
is the smart UX interface running on 
a 10.1in Android tablet. This is an 
intuitive, modern means of interacting 
with a device that also allows 
Samsung to customise machines 
and leverage its expertise in mobile 
technologies to put MFPs at the heart 
of ‘the connected workplace’.

“People entering the workplace 
today expect an app for everything,” 
explained Ash. “With our platform, 
you can turn basic print, copy, scan, 
fax into a platform and personalise 
that experience at a user level. Most 
of the key customer wins we’ve had 
in the last 3 to 4 months have had 
bespoke customer user interfaces 
displaying the customer name and 
their choice of apps – and these 

don’t have to be print apps. I saw 
someone yesterday who wanted 
YouTube on the display.”

Paul Birkett, sales and marketing 
director at Samsung Electronics 
Europe, adds that this versatility and 
Samsung’s ability to quickly develop 
solutions for its customers are proving 
instrumental in a number of key wins. 

“One client in the Nordics was 
looking to buy screens and large 
format displays for signage. But they 
could only afford to have a few dotted 
around the building, which didn’t give 
them the coverage they wanted. As 
it happens, they had just acquired 
Samsung smart MFPs with 10-inch 
tablets on them, and had already 
built an Android app to link to their 
signage platform. In less than two 
days, we modified that app to run on 
the smart UX. Now, when the MFPs 
are not being used, they become tiny 
10in information displays that can 
play videos and display information. 
As soon as someone walks up to a 
device, it becomes a copier again 
and then, when they walk away, it 
reverts to being a display. That won 
the deal for Samsung,” he said.

Workflow automation
Birkett adds that the benefits are 
even greater when Samsung applies 
its skills to workflow automation and 
content management services using 
standard open APIs and the Android 
platform.

“Everyone else is going down 
what is really a legacy IT perspective 
and that is services orientation – 
you put in a piece of middleware to 
integrate systems and provide a path 
for data to flow through. It could be 
Perceptive; it could be Autonomy; it 
could be Hyland. These all cost up 
to half a million dollars to link two 
systems together. But that world has 
gone,” he said.

“Today, everything is API-driven 
and you develop services in weeks 
with two programmers fresh out of 
college. We can do that with our 
platform because we link to all of 
the standard open APIs through 
the Android platform. Because we 
have adopted a mobile platform, it 
takes a matter of days to integrate 
services. You simply access the 

API that the client has already built 
or use public APIs. This different 
approach to workflow is probably the 
most exciting thing for our partners, 
because suddenly they don’t have to 
spend a quarter of a million dollars 
on Autonomy,” he said.

As an example, he cites a recent 
project with Top Image Systems (TIS). 
“In one week, using one developer, 
we had full invoice processing in 
the cloud running on our platform. 
That’s the fundamental architectural 
difference that Samsung has built,” 
he said.

Business transformation
Birkett adds that with its close links 
to mobile and cloud technologies, 
Samsung’s smart MFP platform is 
an important enabler for businesses 
looking to compete and prosper in 
today’s business world. 

“Print is not defining business 
transformation; mobility and the 
cloud are,” he said. “They are driving 
end user experience and they are 
driving how businesses operate. That 
is the reality of the world. However, 
print can be an inhibitor to that 
transformation, if it is not integrated 
correctly because of cultural 
differences or legacy infrastructure. 
Smart businesses are looking at 
how they can eliminate barriers 
by making print part of the mobile 
and cloud world. That’s Samsung’s 
unique vision for this market.” 
www.samsung.co.uk

In the next issue, we describe 
how Samsung has used its ability 
to respond quickly to customer 
requests to transform its servicing 
capability.

Vision to succeed
James Goulding learns 
about Samsung’s vision 
for print at the company’s 
Futurescape strategy and 
product showcase.

The benefits 
are even 
greater when 
Samsung 
applies its 
skills to 
workflow 
automation 
and content 
management 
services
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The managed print services market 
continues to gain momentum 
as enterprises seek to tackle 
escalating print costs and drive 
greater business efficiency. The 
market is relatively buoyant with 
51% of organisations that are 
either already using or planning to 
use MPS indicating they plan to 
increase expenditure on MPS over 
the next year. 

Quocirca estimates that almost 
50% of large enterprises (over 1,000 
employees) now use some form of 
MPS, with stronger prevalence in very 
large enterprises. A further 20% plan to 
use MPS within the next year, reflecting 
the growing maturity of the market.

On average, enterprise 
organisations have been using MPS 
for three years, with the average MPS 
contract covering 23 locations and 
six countries. The majority (64%) 
of respondents are in the second 
phase of their engagements and, 
having optimised their fleet, are now 
implementing document workflow 
tools in conjunction with smart 
multi-function printers (MFPs). With 
sophisticated document capture 
and routing capabilities, MFPs can 
integrate directly with enterprise 
content management (ECM) and other 
systems, such as enterprise resource 
planning (ERP), so that paper invoices 
or expenses receipts, for instance, can 
be scanned and routed directly to an 
accounts application from the MFP 
interface panel.

Cost-savings are still an important 
driver – users of MPS reported an 
average saving of 26% on the cost 
of printing over the past year – but, 
for the first time, security has risen 
to the top of the agenda (see table), 
with 75% indicating that this was 
an important or very important 

driver. Document security was rated 
highest by professional services and 
financial sector respondents, with 
government, despite their heavy 
reliance on printing, giving it the 
lowest priority. 

Closing the print security gap 
Overall, 65% of respondents indicated 
that their organisation plans to 
increase expenditure on IT security. 
This is encouraging for the MPS 
market, as there is still a significant 
opportunity to enhance the security 
of what is often the weakest link – 
the print environment. Information, 
whether it resides on paper or in 
electronic form, represents a vast 
array of customer insight, employee 
knowledge, business intelligence 
and innovation. Left unsecured, this 
information can pose a huge legal 
and reputational risk.

Organisations are waking up 
to the potential security risks that 
moving to a shared MFP environment 
poses. However, there are regional 
variations; whilst 40% of UK 
respondents indicated they were 

concerned with data loss through 
unclaimed printed output, this rose 
to 56% in the US. 

Overall, 70% reported at least 
one data loss in the past year, with 
losses being slightly more prevalent 
in organisations with over 3,000 
employees. The US shows the highest 
level of data loss, with 82% reporting 
paper-related data losses, compared 
to 42% of UK respondents. By 
vertical, the highest incidence of data 
loss was reported in the government 
sector, with only 20% indicating 
no data loss, compared to 40% of 
financial services respondents. 

This all points to the need for 
full document security audits and 
the implementation of secure 
print solutions. In total, 40% of 
organisations have completed a 
security assessment, with a further 
46% indicating that an audit was 
underway. Organisations in the US 
and France are most likely to have 
completed a security assessment.

Overall, 74% of organisations 
have deployed or are planning to 
implement secure print solutions 
(i.e. pull printing). Those using MPS 
are most likely to have deployed pull 
printing (42%), compared to just 14% 
of those not currently using MPS. 
Despite a lower incidence of data 
loss, UK respondents have deployed 
pull printing at the same levels as 
other regions. There is a variation 
by industry, with financial services 
leading in their deployment and the 
government sector lagging behind.

Encouragingly, 77% of organisations 
feel that MPS has delivered on its 
goal to enhance document security. 
Quocirca believes that security 
assessments and solutions are now 
a core requirement for any MPS 
engagement. Buyers should closely 
evaluate not only the detail of any 
security assessment, but also the 
hardware and software technology 
to ensure that document security is 
robust across the entire printer fleet.  
www.quocirca.com

Security has become the number one driver for MPS in enterprises with more 
than 1,000 employees, according to the Quocirca report Managed Print Services 
Landscape, 2015 – A vendor analysis of the global enterprise MPS market. In this 
extract, Louella Fernandes and Clive Longbottom examine the growing importance 
of secure print in MPS engagements. The full report, including Quocirca 
recommendations and vendor analysis, can be read at www.quocirca.com.

Security now primary 
driver for enterprise MPS

Louella 
Fernandes

How important are the following drivers to your 
organisation in motivating a move to a managed 
print service?
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Figure 1. How important are the following drivers to your organisation in motivating a move to a managed print service? ? 
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CANON EXPO

Here’s a question for fans of the 
BBC Two quiz show Only Connect. 
What comes next in the following 
sequence: Canon over IP; See 
More. Create More. Be More.; We 
Speak Image?

The answer is Come and See. And 
the connection is that they are the 
main themes of the last four Canon 
Expos held in 2000, 2005, 2010 
and 2015 – themes that connect 
Canon’s diverse portfolio and provide 
a framework and direction of travel 
for future innovations.

A better slogan for this year’s 
exhibition, more in keeping with 
the descriptive handles of previous 
years, would have been Imaging of 
Things, a phrase used by Canon INC 
president and CEO Fujio Mitarai in 
his keynote address when positioning 
Canon at the heart of the developing 
Internet of Things (IoT).

Mitarai pointed out that 87% of 
the information human beings receive 
from the outside world is processed 
visually, adding that what makes 
inter-connected devices truly smart 
are their cameras and sensors and 
the visual data that they generate 
and communicate. On this basis, he 
argued that Canon, with its leadership 
in imaging sensors, lenses and 
processors, is well placed to seize new 
opportunities presented by the IoT.

As an example, he cited network 
cameras. Through its acquisition of 
Milestore and Axis Communications, 
Canon is already the largest 
surveillance system company in the 
world and over the next five years it 
plans to build on this position with 
ground-breaking new products like 
the super-sensitive Ultra Telephoto 
Network Camera capable of capturing 
detailed colour images at night 
without the need for infrared lighting.

Growth areas
Network visual solutions (video 
surveillance) is one of three growth 
areas Canon will be focusing on over 
the next five years. The other two are 
3D printing and graphic arts. 

Canon already offers a range of 
3D printers through its partnership 
with 3D Systems. The big revelation 
at Canon Expo 2015 was the news 
that Canon has developed its 
own 3D printer as well. Designed 
for professional and industrial 
applications, from rapid prototyping 
to manufacturing, the printer uses a 
resin-based system offering superior 
strength and faster modelling/
setting speeds. It has also developed 
Integrated Software that seamlessly 
links 3D scanners and printers.

Canon has been active in the 
graphic arts market for many years 
and is expecting further growth 
as customers make the transition 
from analogue to digital printing. 
Rokus van Iperen, President and 
CEO of Canon Europe, Middle East 
and Africa, said this process is 
accelerating as digital printers, like 
the recently launched Océ Colorwave 
910 wide format printer, become 
more productive, more versatile and 
produce better quality output. 

An interesting development in 
the pipeline is Canon’s tactile, 2.5D 
‘Super Creative Printing’, samples 
of which were on display at Canon 
Expo for people to touch and feel. 
High sensitivity cameras scan and 
record the surfaces of 3D objects 
that can then be reproduced using 
Océ-developed elevation print. The 
2.5D technology can recreate the 
brushstrokes of oil paintings, the feel 
of fabric, even the contours of one’s 
skin.

To find out more about Canon’s 
plans for the next five years, 
the Imaging of Things and the 
products and services it is 
bringing out to transform the 
offices, homes and public spaces 
of the future, please visit  
www.canon-europe.com/expo/

The Imaging of Things

Canon has developed 
its own 3D printer 
for professional and 
industrial applications.

Océ Colorwave 910, the fastest digital 
wide format colour printer on the market.

Canon Super 
Creative 
Printing 
captures 
the texture 
of objects 
in 2.5D 
elevated 
print.

Scenes printed with High-Definition Large 
Format Print are so life-like, says Canon, that 
they can easily be mistaken for the real thing.

Canon Expo 2015 provided a sneak preview of 
technologies set to shape tomorrow’s world



Amazon is exploiting the opportunities presented by the Internet of 
Things (IoT) with the launch of a new service called Amazon Dash 
Replacement Service (DRS).

Initially only available in the US, DRS simplifies the ordering of 
consumables for a wide range of consumer and business devices and 
enables manufacturers to take advantage of Amazon’s authentication 
and payment systems and fulfilment network.

Amazon offers manufacturers two ways to implement DRS. They can 
either build a button into a device that the user must press to order new 
supplies; or the machine itself can monitor supplies and automatically 
order replacements as soon as they are needed.

This type of managed service is already familiar to many printer 
users, through entry-level managed print services (MPS) offered 
by vendors and resellers to business customers, and through new 
consumer offerings, notably HP’s Instant Ink. 

DRS extends automatic consumables ordering to any device that can 
connect to the internet directly or through a proxy. In addition to printers 
from Samsung and Brother, DRS will be offered with Brita water jugs 
that will automatically order new filters; pet food dispensers that will 
place orders when supplies are getting low; Sealed Air soap dispensers; 
and a smart lock that orders new batteries when they are needed.

Supplies are ordered from Amazon itself or from a supplier’s own 
Amazon.com store with fulfilment by Amazon.

DRS is currently in beta, but will be made publicly available to 
manufacturers and their customers in the autumn. 

Amazon would not say if or when DRS will be launched in the UK. 
However, UK e-commerce fulfilment specialist ParcelHero believes that 
Amazon’s new one-hour online groceries delivery service in Birmingham 
and London is paving the way for a UK launch.  

David Jinks, ParcelHero’s head of public relations, said: “As ground-
breaking as the launch of the Amazon Fresh one-hour delivery service 
is in the UK, it is clearing the way for something even more significant in 
the long-term, its ‘Internet of Things’ service Dash. Dash will eventually 
enable your fridge to automatically order your milk or pizza when you run 
out, or your coffee machine to know when you need your next Espresso 
or Caremelito.”

He added: “The warehousing and logistics needed for launching 
Fresh will also underpin the Dash service. In a number of US cities where 
Amazon Fresh is available, Dash has already been introduced. Over 500 
products are now available in the US for instant order through Dash, 
including Tide, Kraft Foods and Hershey’s. At the moment users literally 
tap a button attached to their fridge or other appliances to order without 
fuss, but the technology is already available to enable freezers etc. to 
keep track of various products and send a replenish order automatically.”

Dash for deliveries
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INTERNET OF THINGS

Samsung and Brother are among the first manufacturers 
to take advantage of Amazon’s new just-in-time 
consumables delivery service

The Versatile Collaboration 
System (VCS), combining a 2D/3D 
digital camera, projector and a 
movement sensor, lets you scan 
documents and 3D objects, 
project images onto larger 
surfaces and edit said images 
in real-time using intuitive 
gestures. The all-in-one unit can 
even recognise and extract data 
from documents and transfer it 
to back-end systems.

Canon’s Mixed Reality (MREAL) 
technology immerses the wearer 
into computer-generated imagery 
so that they 
can view and 
interact with 
prototypes in 
360°.
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